Introduction to the Aprisa SR family
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Two product familie:

Aprisa XE: pototpoint Aprisa SREmart, secure, Aprisa SR-RAigh capacity
long distangaicrowave SCADAMointomultipoint  SCADA poHd-multipoint
links fodemanding radidor utilities, oil, gas ancadio for datatensive
applications mining. applications.
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Aprisa SR familAprisa SR and Aprisa SR+




Aprisa SR family

The Aprisa SR family
provide8censemarrow
band (12.5, 25 kHz) point
tomultipointadidor
SCADA and telemetry
applications.

Some key benefits:
A360 degresecuritprotection,
with AES 256 encryption,
data authentication, rdicesvall
AEasyconfiguration and
management, with lagtep
Install and over the air software
upgrades
AStandardbasedvith SNMP for
Integration with network
management systems

The Aprisa SR family is
reliable and robft real
world utility applications.
It providesfficient channel
access and traffic
managemerptimised for
SCADA applications.
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Aprisa SR information and applications




Aprisa SR

A smairt, secure, pomnt
multipoint SCADA radio
designed with srdepth,
multlayered approach to
securityo provide
maximum peace of mind.

An advanced wireless
channel access scheme
efficiently managés
narrowband channel to
ensure themaximum
amount of messagest
through the system.

Innovative and advanced
functionalitg provided in a
very simple wtyough the
Inbuilt web management
system, SuperVisor, complete
withfull network element
manager
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Andé Aprisa b7

Byunderstandiriige The features that matter. The Aprisa SR Is available
challenges migrating A360 degree approach to security jn UHF and VHF bands,
f lal to Eth t/IP rOver the air rekeying 12.5 kHz and 25 kHz
rom Ser_la O _ eme AOTA firmware upgrades ' _ _
4RF delivers migration  ATerminal server channels, with single and
strategies for utilities to ﬁlLag’e_fltZ Ethernet f"ttefs t dual antenna ports, and

: : NOUNT Management system
ensure thqmgratlo_n can it full new\f’ork view Zmd hot_swappabll@dundancy
happen without disruption element manager options.
to traffic ADiagnostics and maintenance

made easy
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Who has It?

2 @
I3y,
L -

4RF i1s working withiter  In 2012, neaiy000 Over 120 radios have been

and electricity utilities radiosvere provided to  Iinstalled in Slovenia for the
around the warlslith Northern Ireland Water in Ministry of Defense.
operational networks, a nationwide network More than 100 radios are

Install underway or active replacement, one of the being deployed in New
trials in five continents. largest telemetry radio  Zealand electricity utility
projects in Europe. WEL Networks.
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Applications €

The Aprisa SR, withto
19.2 kbit/s capachgs
been designed for
everyday applications in
electricity, water and oll
and gasommunications.

These include: And also:

ALow voltage distribution AControlling well, lift, booster and
automation: automatic reclosers, pump stations
load break switches, fault AMeasuring casing pressures,
Indicators, transformers temperatures, gas lift and flow

AAMI / AMR: low density data valve positions
concentrator backhaul AControlling shutdown and

AMeasuring flow, pressure, segmenting valves
reservoir and intake levels AAnd many more appl
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...and the Aprisa SR+, just announced




What next?

Today owantunbre | Whiy? Because of the New producége emerging
from their radio netwprks growing use of Ethernet/IRn the market that start to

more features, more
flexibility, more capacity.

anddata intensive meet these demands with
applicationautomation, increased capacity, but
security sensors, cameras;apacity Is only a starting
government incentives angoinf there are more
regulatory concerns. considerations.
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Other considerations

Capacity Is a requirementPoes the radio provide thesecurity concerns
moredata means a biggerright capacity at SCADA continue to escalate on a
0 p ismeeded. How is packet siz@RF weekly basis with more
the increased capacity performance is key, but catyber terrorism news.
being providedlfcient be overlooked. Does the Other considerations

use being made of the radio penetraiense Includeeal world usand
Increased capaatyd urban environméhtdow a solution that is easy and
valuable spectrum? does the increase in Intuitive to use and quick

capacitympact coveragde to deploy.
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Aprisa

The Aprisa SR+ delivers up The Aprisa SR+ Is bullt on
to 120 kbit/s in a single 25 thestrong foundatithvat
kHz channalising robust, provides the sairé

higher order, adaptive performance, 360 degree

modulation. Itdstimised N aaas EEEREE . i case of use and
for heavy SCADA traffic and real world performance
Ethernet/HBased protocols, that gives the Aprisa SR its
engineered #dficiently use name.

the full capacity available.
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Other enhancement

10Wpower output ahdt  Use ofobust modulation

duplexoperation is techniques provides

provided at base station, superior capacity and

repeater and remote statiaoveragel+1

sites. There di®ur data  redundancy Is provided by

portsconfigurable to have afully monitored hot

2, 3 or 4 Ethernet ports orstandby (MHSB)-hot

a single radio with the  swappablprotected

remainder as R32. station with a sliding tray
for ease of maintenance.
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Modulation

Aprisa SR and other radios Aprisa 5%
use the robust FSK o e e

)))))

modulation, using little over T TTT I ‘;;‘,; Q:»fggeg;jégz“
half of the available | w T T L
spectrum. The Aprisa SR+ |
with new technology offers
QAM modulation, using the ,
full spectrum and deliveringgs!
up to 5 times more capacity




Range vs. Capacity

In QPSK mode the Apris
SR+doubles the capaoty
the Aprisa SR and other
radios with tli®AME
range

Increasing rang‘

Network design decisions
are based on overall
network coverage (or points
of presence) and capacity.

Increasing capacity




Applications

The Aprisa SR+, wathto  These include: And also:
120 kbit/s capaczit}d ASmart grid: concentrator ACogeneration and community
four buildonfiaurable communications and GPRS energy storage monitoring and
9 _ replacement control in distributed storage and

ports, has been designed Aami / AMR: high density data generation
fordataintensive concentrator backhaul AFibre substitution in substation

licatiork hout ARenewables: wind farm, tidal, and feeder automation upgrades
applica IO_ _ rOUQ ou hydro automation AAnd many more applications
the electricity grid and AMeasurement, control and throughout utility, oil gas and
renewable energy. protection in MV / HV distribution i ndustri al aut omaf

[ transmission
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Aprisa SR+ recap

A120kbifsin a 25 kHz channel
A10Wpower output
AFull duplebase, repeater and
remote stations |
ASuperior RF performance
AOptimised for SCAEHAfic
ASecuritpased design
AAdaptive modulation
A4RFreliabilitandrobustness




Aprisa SR family




Aprisa SR family

The Aprisa SR and Aprisa
SR+ both use the same
marte  t 0 pr o VN :
worldeading performance, \ R i i
reliability and ease of use.:

real world radio

SERIAL




What IS sO smaurt?

What ismar? SMART on the outside, SMART on the inside What else snar?

A Security A Youbre in control
A Futureroof A Efficiency

A RF performance A Easy to manage

A Flexibility A SNMP support

A Licensed spectrum A Reliability
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1. Security

Security iIsy desigmot a Combined are key securityfo name a fdaatures

bolt on afterthought. The fundamentalsources AAES 256 encryption as standard
A CCM authentication

Aprisa SR tfamily offers  and types altacktypes i poorietary wireless protocol
much, much mdhan ofinterfaceand A Encrypted USB software upgrades

encrypti on ismndardamday 6 s ¢ AApaesyfiltering
¢ : d recommendations HTTPS secured management
errorism woria. ' Interface connection
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More on security

4ARF implement8@0 This approach creates a
degrea@approach to security perimeéound
security: the Aprisa SR / Aprisa SR+
AOver the air protection and the design

AProtected management

et o environment of the

ASecure USB software upgrades product.
AMicrdirewalling Ethernet

Interface
AUsing government standards

and best practice
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